Sanity Checks

kindly take a seat

me have a fun challenge after the
quick session on passmords






rockyou.txt



rockyou

> started: 2005 “

> developed widgets

> passmord breach: 2009 .




10 year old SQLI



Unencrypted database

Passmords stored
in plain text



ALL passwmords stolen



The hacker
> did not ask for money

> did not sell the information on the

dark web

> simply uploaded a file: rockyou.txt



Passmords



Mlethod O: Plain Text

Welcome

@ 0x1337iiith@gmail.com v

-
-




Mlethod O: Plain Text

email

passmord

Ox1ls887agmail.com

passwordl234isnotstrong

nharc.zuccerberga
example.com

iloveyourdata




Mlethod 1: Encodings

passmord — ="  70617373776F7264
passmord ———=" o  OBQXG43XN52GI===

passmord b°'_se64> cGFzcadvemQ=



It is easy to go both
the directions



Mlethod 1: Encodings

passmord g———p 70617373776F7264
password g—— 5 OBQXG43XN5ZGI===

password 4“3_‘*6“» cGFzcsdvemQ=



A one may function?



Mlethod 2: Hashing

passmord

|

ofddccsb5aa765d61d8527deb882¢ct99



Mlethod 2: Hashing

> currently the best wmay to store
passmords
> some popular ones:

> MID 2/5

> SHA 1/2/3



So, wme are done, right?






Remember rockyou.txt?



" 5fddcc3b5aa765d61d8327deb882cF99

password



Hello, agent 008,
A recent investigation into the Evil Corporation
Beta revealed they use a static IV for their AES
CBC encrypted data. lle sent agent 001l's team to
exploit this vulnerability.

Before we give you the main task, we need to ensure
you are fit for the job. You need to go to their
under-construction mebsite and crack the passwmords
of their low-level employees.

the link to the challenge is on our linktree (beta challenge)
https://linktr.ee/0Ox1337

upload the solutions to (need to be on college 1lan)
http://10.4.16.150



Mlethods: Summary

> common encodings:

> base 16/32/64

> can be broken using decoders
> common hash functions:

> MD 2/5

> SHA 1/2/3

> can be broken using bruteforce: “hash cracking®



Congratulations! You have proven your skills.
Here is what you need to know.
lhile deep undercover, agent 001 and his team
used the vulnerability in the AES CBC encryption

to identify their secret key, and IV are both
"thisismypassmord'. 001 created a backdoor in
the wmebsite and transmitted us this intel.
Unfortunately, 001 was captured by the Beta

Minions right after the transmission.

Your mission is to use this intel to crack the
passmord of the CEO of Beta. 001l's life depends
on you.





