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How it started?









pastebin social media?



whatever lets move on





Wait!? 
How many people share code on pastebin? 



19 MILLION MONTHLY USERS 
WITH 95 MILLION TOTAL ACTIVE PASTES !!!!



That's a lot of room to mess things up



My Thoughts

- Mistakes happen

- People accidentally push confidential info to git all the time

- Surely some one accidentally made a paste with confidential info



What do I search for tho?





Mongo client to server communication

Your application MongoDB

Username password

auth ok

data request

data
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- All customer's data including payment information

- All emails sent to customers

- Unreleased web pages, etc.

- API KEYS!!!!!!
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What are APIs and why do we need them?

When we are building an application, we dont want to build everything from 
scratch.

Things like payment systems and email servers are tedious to implement.

So we use third party services to do these for us. (eg: stripe for payment, sendgrid 
for emails)

API keys are basically passwords to tell the third parties that it's you who is 
requesting a particular operation.



Application to Third Party comms

Your application Third party

API key

auth ok

send email/make payment 
request + API key

send email/make payment

recepient/
payment 
system



The database had API keys for:

- Stripe payment services

- SendGrid mailing services

- Microsoft translation

- Some analytics tools

- etc



DEMO TIMEE!!!



Even Worse

I had edit access
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What are bug bounties?

Company make product

Product might have vulnerabilities

Anyone might be able to find these vulnerabilities

Incentivize hackers to report the bugs rather than exploiting them.



HIGH RISK + HIGH REWARD NO RISk + DECENT REWARD

HACKER'S OPTIONS

EXPLOIT REPORT
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What went wrong?

Two scenarios:

- It was an accident

- Malicious employee
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How to stop a leak like this in first place?

- Its not possible to completely prevent something like this.

- But companies can take measures to mitigate the damage.

- Not every employee needs to have access to every single part of the product.

- Use secure methods of communication (like end-to-end encrypted platforms eg: 
signal).

- Have internal tools that are airgapped from the public.



What can we do to make the life of hacker hard?

(just in case, the password gets leaked)

- Two factor authentication

- Information auditing systems

- firewalls





Principle of Least Privilege

Do you really need to give every user both read and write permisssions?



Principle of Least Privilege

Give processes / applications / users just enough permissions to get their work 
done, nothing more.



When POLP isnt followed

Edward Snowden and NSA Leaks:

In the case of Edward Snowden, a former NSA contractor, 
having overly broad access privileges allowed him to steal 
and leak classified government documents. Implementing 
POLP by limiting access to sensitive data to only those 
who genuinely needed it could have reduced the risk of 
such a massive data breach.



When POLP isnt followed

WannaCry Ransomware Attack (2017):

WannaCry spread across networks by 
exploiting a Windows vulnerability. If 
organizations had employed POLP by 
restricting unnecessary network access and 
ensuring timely patching, the ransomware's 
propagation could have been curtailed.



When POLP isnt followed

Stuxnet Worm (2010):

Stuxnet targeted industrial control systems 
and spread through USB drives. If only 
essential personnel had been allowed to 
use USB drives on critical systems, the 
impact of the worm could have been 
limited.



Thank You

https://linktr.ee/0x1337_iiith


